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Figure 1: GateHaul bridges low-power networks with computing infrastructure. It provides carrier signals for
low-power transmitters, while also collecting sensor data and backhauling it opportunistically to remote servers.

Abstract

Significant efforts to address the energy challenges of embed-
ded systems have resulted in the design of new low-power
transmitter architectures. These transmitters utilize backscat-
ter or tunnel diode-based mechanisms to enable low-power
transmissions by delegating energy-intensive tasks to ex-
ternal infrastructure. However, their widespread adoption
is hindered by the need for specialized deployment setups,
such as the precise placement of carrier-emitting devices.
To overcome this, we are developing GateHaul-a low-cost
gateway architecture that provides the required carrier sig-
nal, coordinates with other gateways, collects sensor data,
and backhauls the information. Notably, GateHaul can back-
haul sensor data without conventional networks utilizing
emerging opportunistic backhaul networks. We demonstrate
an early prototype of GateHaul that collects information
from backscatter and conventional devices and backhauls
the collected information using Apple’s FindMy network.
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1 Introduction

Wireless communication remains a challenge in the sus-
tainable deployment of embedded systems as it is energy-
expensive [12]. Emerging radio architectures [5, 7, 8] lower
communication energy costs but face adoption challenges
due to the need for specialized infrastructure in deployments.

Emerging radio architectures delegate the energy-intensive
task of generating the transceiver’s local oscillator to external
infrastructure [5, 7, 8], with dedicated devices like RFID read-
ers providing the carrier signal. However, reliance on such
dedicated carrier-emitting devices, a non-standard modality,
complicates the setup [17] and necessitates precise position-
ing of the emitter relative to the tag, further exacerbating
deployment challenges. Another challenge is integrating
these systems with broader computing infrastructure. Sen-
sor data needs to be communicated to remote servers for
processing, but these transmitters often rely on non-standard
protocols, complicating integration. While some efforts have
addressed this by supporting standard protocols [3, 9, 19] like
WiFi [6] or BLE [4], offloading sensor data to remote servers
for processing remains a significant unaddressed challenge.
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Figure 2: Demonstration setup includes the GateHaul
prototype, a backscatter sensor, a conventional trans-
mitter, and a computer for retrieving information.

We address these challenges by designing a gateway archi-
tecture called GateHaul. This system facilitates the collection
of sensor data from low-power embedded devices, includ-
ing those equipped with backscatter transmitters. GateHaul
manages the intricacies of these devices, for example, by
providing necessary carrier signals. Moreover, GateHaul en-
ables the offloading of collected data even without traditional
backhaul networks like cellular connections. It achieves this
by using networks such as Apple’s FindMy.

2 Background and Design

Background. State-of-the-art backscatter transmitters sup-
port Wi-Fi [6, 7, 10], BLE [4, 10], and ZigBee [11, 22] stan-
dards, and some can communicate over vast distances [13,
16, 18]. Recent transmitters diverge from backscatter mecha-
nisms by designing low-power oscillators using components
such as tunnel diodes [14, 15, 23]. However, the challenge of
collecting data from large deployments remains unaddressed.
GateHaul also builds on progress in gateway devices for
embedded systems. Zachariah [20, 21] and Dutta [2] argue
that embedded devices face challenges with gateways due
to heterogeneous standards, necessitating a unified gateway
platform. GateHaul extends these arguments to low-power
networks. Beyond traditional gateways, efforts have been
made to use commodity devices as data collection mules.
For instance, Apple’s FindMy network uses everyday Ap-
ple devices to offload tracker information. Recent works
have repurposed these networks to send custom information.
GateHaul extends on these efforts, building on TagAlong [1].
Design. GateHaul receives radio waves modulated by schemes
such as on-off keying, frequency shift keying, and chirps.
They form basis for standards commonly used in embed-
ded systems, such as LoRa, BLE, etc. We instantiate an early
prototype of GateHaul, as shown in Figure 2. It receives trans-
missions from low-power transmitters using backscatter [18]
or tunnel diode based mechanisms [5]. We implemented sup-
port for frequency shift keying modulation, with symbol
frequencies of 80 kHz and 120 kHz, at a baud rate of 10 kbps.
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Figure 3: The spectrum of signals backhauled by Gate-
Haul. We backhaul the 2-FSK modulated signal from

low-power embedded devices in the demonstration.
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Figure 4: Packet reception rate improves with the num-
ber of mules and transmission rate at the gateway.

A commodity transceiver (TI CC1310) receives transmis-
sions on the gateway. To support low-power transmitters
that require an ambient carrier signal, we equipped the gate-
way to generate this signal using the CC1310’s test mode,
building on LoRea [18]. The gateway thus uses two CC1310
transceivers. We use a single-board computer for local pro-
cessing, interfacing with the transceiver, and offloading infor-
mation to the backhauling network. This ensures a low-cost,
compact form factor suitable for ubiquitous deployment. In
particular, we use a Raspberry Pi 4B, which is serially con-
nected to the transceiver via UART. The gateway stores sen-
sor information, identifies available backhauling networks,
and offloads sensor data accordingly. For backhauling with-
out conventional networks, GateHaul uses Apple’s FindMy
network. We compress sensor information and transmit it
through bluetooth advertisements. Commodity Apple de-
vices acting as mules receive these transmissions. The recep-
tion success rate depends on the transmission frequency and
nearby mules in scanning mode. Frequent retransmissions
improve the reception rates, as shown in the Figure 4 .

3 Demonstration

We demonstrate the GateHaul gateway’s ability to demod-
ulate both a backscattered signal at 868 MHz and a conven-
tional signal at 915 MHz, each using 2-FSK modulation. The
gateway then backhauls the information using nearby Apple
devices, leveraging a modified version of TagAlong [1]. We
show successful retrieval of the information from a computer
located at some distance away from the gateway. The demo
video can be viewed at: https://youtu.be/UnxTIHFTJoQ

Acknowledgement. We thank the reviewers. This work is
funded by a MoE Tier 1 grant (A-8001661-00-00), a startup
grant (A-8000277-00-00), a grant from the NUS-NCS Joint
Center (A-0008542-02-00), and also an unrestricted gift from
Google through their Research Scholar Program (A-8002307-
00-00), all hosted at the National University of Singapore.



https://youtu.be/UnxT9HFTJoQ

GateHaul

References

(1]
(2]
(3]

(4]

Alex Bellon et al. 2023. TagAlong: Free, Wide-Area Data-Muling and
Services. In ACM HotMobile °23.

Prabal Dutta et al. 2015. eMergence of the iot gateWaY platforM.
GetMobile: Mobile Comp. and Comm. (2015).

Joshua F. Ensworth et al. 2015. Every smart phone is a backscatter
reader: Modulated backscatter compatibility with Bluetooth 4.0 Low
Energy (BLE) devices. In IEEE RFID ’15.

Joshua F Ensworth et al. 2017. BLE-backscatter: Ultralow-power IoT
nodes compatible with Bluetooth 4.0 low energy (BLE) smartphones
and tablets. IEEE Trans. on Microwave Theory and Techniques (2017).
Ambuj Varshney et al. 2022. Judo: Addressing the energy asymmetry
of wireless embedded systems through tunnel diode based wireless
transmitters. In ACM MobiSys’ 22.

Bryce Kellogg et al. 2014. Wi-fi backscatter: internet connectivity for
RF-powered devices. SIGCOMM Comput. Commun. Rev. (2014).
Bryce Kellogg et al. 2016. Passive Wi-Fi: Bringing Low Power to Wi-Fi
Transmissions. In USENIX NSDI ’16.

Mohammad Rostami et al. 2021. MIXIQ: re-thinking ultra-low power
receiver design for next-generation on-body applications. In ACM
MobiCom °21.

Wei Gong et al. 2020. Multiprotocol backscatter for personal IoT
sensors. In CoNEXT °20.

Vikram Iyer et al. 2016. Inter-Technology Backscatter: Towards Inter-
net Connectivity for Implanted Devices. In ACM SIGCOMM ’16.
Zhijun Li et al. 2017. WEBee: Physical-Layer Cross-Technology Com-
munication via Emulation. In MobiCom ’17.

ACM MobiCom 24, November 18-22, 2024, Washington D.C., DC, USA

[12]
[13]

[14]

[15]
[16]
[17]
(18]

[19]

[20]
[21]
[22]

[23]

Vincent Liu et al. 2013. Ambient Backscatter: Wireless Communication
out of Thin Air. In SIGCOMM ’13.

Yao Peng et al. 2018. PLoRa: a passive long-range data network from
ambient LoRa transmissions. In Proceedings of the 2018 Conference of
the ACM Special Interest Group on Data Communication (SIGCOMM
'18).

C. Rajashekar Reddy et al. 2023. Beyond Broadcasting: Revisiting FM
Frequency-band for Providing Connectivity to Next Billion Devices.
In ENSsys °23.

Moteen Shah et al. 2023. Going Beyond Backscatter: Rethinking Low-
Power Wireless Transmitters using Tunnel Diodes. In MobiCom °23.
Vamsi Talla et al. 2017. LoRa Backscatter: Enabling The Vision of
Ubiquitous Connectivity. ACM IMWUT’ 17 (2017).

Vamsi Talla et al. 2021. Advances and Open Problems in Backscatter
Networking. GetMobile: Mobile Comp. and Comm. (2021).

Ambuj Varshney et al. 2017. LoRea: A Backscatter Architecture That
Achieves a Long Communication Range. In SenSys ’17.

Chouchang Yang et al. 2017. Riding the airways: Ultra-wideband
ambient backscatter via commercial broadcast systems. In IEEE INFO-
COM’17.

Thomas Zachariah et al. 2015. The Internet of Things Has a Gateway
Problem. In ACM HotMobile ’15.

Thomas Zachariah et al. 2022. The internet of things still has a gateway
problem. In ACM HotMobile 22.

Pengyu Zhang et al. 2017. FreeRider: Backscatter Communication
Using Commodity Radios. In CoNEXT’17.

Renjie Zhao et al. 2023. SlimWiFi: Ultra-Low-Power [oT Radio Ar-
chitecture Enabled by Asymmetric Communication. In USENIX NSDI
"23.



	Abstract
	1 Introduction
	2 Background and Design
	3 Demonstration
	References

